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NATIONAL AMERICAN 
INDIAN HERITAGE MONTH 
 

ational American Indian Heritage 
Month will be celebrated during the 

month of November. The theme of this 
year’s observance is “Celebrating our 
Strengths.” 
 
Commemorative events will be scheduled 
throughout USAREUR to mark this 
observance. Leaders should refer to 
USAREUR Pamphlet 600-21 and encour-
age participation in these events within 
mission constraints. 
 
COMMUNICATIONS SECURITY 
 

SAREUR personnel will not pro-
cess, store, or send classified infor-

mation on nonsecure telecommunications 
systems. DOD telecommunications sys-
tems include computer networks, fax ma-
chines, modems, telephones, and radios. 
Use of official DOD telecommunications 
systems constitutes user consent to infor-
mation systems security monitoring. 
 
Commanders will ensure the following 
telecommunications security notification 
requirements are met: 
 
!!!!Official Army telephone or communica-
tions directories published in USAREUR 
will display the following security notice 
on the front cover or prominently in the 
general information section: 
 

ATTENTION! 
DO NOT PROCESS, STORE, OR 
TRANSMIT CLASSIFIED INFORMA-
TION ON NONSECURE TELECOM-
MUNICATIONS SYSTEMS. OFFICIAL 
DOD TELECOMMUNICATIONS SYS-
TEMS—INCLUDING TELEPHONES, 
FACSIMILE MACHINES, COMPUTER 
NETWORKS, AND MODEMS—ARE 
SUBJECT TO MONITORING FOR 
TELECOMMUNICATIONS SECURITY 
PURPOSES AT ALL TIMES. USE OF 
OFFICIAL DOD TELECOMMUNICA-
TIONS SYSTEMS CONSTITUTES 

CONSENT TO INFORMATION SYS-
TEMS SECURITY MONITORING. 
 
!!!!DD Form 2056 (Telephone Monitoring 
Notification Decal) must be on telephones 
(excluding tactical telephones) and fax 
machines (excluding machines that are 
part of another device) in the Army, in-
cluding secure telephone units, third gen-
eration (STU-IIIs). When the DD Form 
2056 is put on STU-III instruments and 
fax machines used to send and receive 
classified information, the statement “DO 
NOT DISCUSS CLASSIFIED INFOR-
MATION” will be removed. 
 
!!!!A computer log-on security notice is on 
all computer systems (AR 380-53). 
 
!!!!New personnel will receive a briefing 
on the information above. 
 
The Office of the Deputy Chief of Staff, 
Intelligence, HQ USAREUR/7A, has 
more information on communications se-
curity (370-7214). 
 
FORMFLOW FILLER 
CONTRACT 
 

etForm Corporation has been awarded 
the contract for the FormFlow filler 

portion of the Army’s Enhanced Technol-
ogy-1 Blanket Purchase Agreement 
(BPA) with Comark Federal Systems. 
 
This Army-wide installment of the BPA 
will— 
 
!!!!Provide FormFlow version 2.23 and 
FormFlow 99 filler licenses to active Ar-
my, Army Reserve, Army National 
Guard, and DA civilian personnel. 
 
!!!!Eliminate the need for activities to pur-
chase individual FormFlow filler licenses. 
 
!!!!Provide for software compatibility and 
uniformity throughout the Army. 
 
!!!!Reduce annual maintenance costs. 

!!!!Provide renewable, annual maintenance 
for current and future upgrades. 
 
Contract-implementation instructions will 
be sent to USAREUR commands soon. 
 
CHRISTMAS MAILING 
DEADLINES 
 

o ensure that letters and packages 
sent to the United States are deliv-

ered before Christmas, personnel must 
mail them by the following dates: 
 
!!!!20 November SAM parcels 
!!!!4 December PAL parcels 
!!!!11 December Priority parcels 
!!!!11 December First-class letters 
!!!!18 December Express mail 
 
BLACK ICE 
 

lack ice often occurs in shaded areas, 
on bridges, and in places that have 

rapidly changing, low temperatures. 
When the temperature drops, moisture on 
the pavement can freeze to form an ex-
tremely slick surface. This ice is difficult 
for drivers to see, because it looks black. 
 
During cold weather, roads that appear 
clear of snow and ice may have patches of 
black ice. When the sides of the road are 
banked, runoff from melting snow can 
flow onto the road and freeze when tem-
peratures drop. For this reason, black ice 
often occurs at the bases of hills in areas 
where the sun does not reach the pave-
ment. 
 
Careless driving on black ice has caused 
many automobile accidents. Drivers need 
to take extra precautions when driving in 
areas where black ice can occur. To help 
avoid accidents, drivers should— 
 
!!!!Be alert to their surroundings. 
 
!!!!Make no sudden changes in steering, 
braking, or accelerating while driving on 
black ice. 
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!!!!Reduce speed when approaching shaded 
areas and bridges. 
 
!!!!Be especially cautious when driving in 
the early morning, late afternoon, and af-
ter dark. 
 
COLD-WEATHER SAFETY 
 

ommanders and supervisors should 
ensure that personnel take precau-

tions to protect against frostbite and other 
cold-weather injuries. 
 
Personnel who work outside in cold 
weather should— 
 
!!!!Wear proper cold-weather attire. 
 
!!!!Wear clothing in loose layers. When 
they begin to feel too warm, remove ex-
cess layers of clothing to prevent sweat-
ing. 
 
!!!!Carry extra pairs of socks and change 
socks if they get wet. 
 
!!!!Use mittens instead of gloves when pos-
sible. Mittens maintain heat better than 
gloves. 
 
!!!!Avoid exposing hands and wrists to the 
cold for long periods. 
 
!!!!Avoid touching metal, snow, and other 
cold objects. 
 
!!!!Avoid spilling gasoline on skin and 
clothing. Gasoline in cold weather can 
damage skin. 
 
!!!!Keep large-muscle areas (shoulders, 
trunk, and legs) active to maintain body-
heat production. If this is not possible, 
move arms, hands, fingers, legs, feet, and 
toes. 
 
!!!!To slow body-heat loss, sit or stand on 
insulated material, wood, or cardboard 
rather than on the ground, in the snow, or 
on ice. 
 
Personnel who drive in cold weather 
should— 
 
!!!!Listen to weather and traffic reports be-
fore and when driving. 

!!!!Drive slowly and according to the road 
conditions. 
 
!!!!If weather conditions become severe, 
find shelter as soon as possible. 
 
WEEKLY UPDATE 
 

o find out which USAREUR publica-
tions and AE forms have been digi-

tized each week, personnel should check 
the Weekly Update section in the Elec-
tronic Library of USAREUR Publications 
and AE Forms at http://www.aeaim. 
hqusareur.army.mil/library/home.htm. 
 
NEW USAREUR COMMAND 
MEMORANDUMS 
 

he following USAREUR command 
memorandums have been distributed 

as shown: 
 
!!!!Commander’s Force Protection Guid-
ance, AEAGC-O (377-4320), 13 October 
2000 (Dist: A) 
 
!!!!Home-Schooling in USAREUR, 
AEAGA-ACES (370-3963), 23 October 
2000 (Dist: A) 
 
Units included in the distribution should 
have received their copies. Proponent 
telephone numbers are listed after the 
office symbols. These memorandums are 
also available in the Electronic Library of 
USAREUR Publications and AE Forms at 
http://www.aeaim.hqusareur.army.mil/
library/home.htm. 
 
NEW ELECTRONIC 
REGULATIONS 
 

he following USAREUR regulations 
have just been published and are 

available only in electronic format in the 
Electronic Library of USAREUR Publica-
tions and AE Forms at http://www.aeaim. 
hqusareur.army.mil/library/home.htm: 
 
!!!!USAREUR Regulation 10-5, HQ 
USAREUR/7A Organization and Respon-
sibilities, 16 October 2000 
 
!!!!USAREUR Regulation 95-40, U.S. Ar-
my Flight Services Procedures, Europe, 
23 October 2000 

!!!!USAREUR Regulation 190-47, The 
United States Army Confinement System 
in USAREUR, 20 October 2000 
 
!!!!USAREUR Regulation 210-130, 
Laundry and Dry-Cleaning Operations, 16 
October 2000 
 
!!!!USAREUR Regulation 350-1, Training 
in USAREUR, 24 October 2000 
 
 

HOW TO USE THIS BULLETIN 
 

Q USAREUR/7A publishes the 
USAREUR Bulletin (UB) on the 1st 

and 15th of each month. 
 
Only items sent by or through a HQ 
USAREUR/7A staff office will be ac-
cepted for publication in the UB. HQ 
USAREUR/7A staff offices may send 
items by fax (370-6568), mail (HQ 
USAREUR/7A, ATTN: AEAIM-P, Unit 
29351, APO AE 09014), or e-mail 
(pubsmail@hq.hqusareur.army.mil). 
 
The UB is distributed only by e-mail. 
Publications clerks who subscribe to the 
UB will forward each edition of the UB to 
e-mail accounts in their areas of responsi-
bility. 
 
Personnel with questions or comments 
about this bulletin may contact the UB 
editor by telephone (370-6755) or e-mail 
(pubsmail@hq.hqusareur.army.mil). 
 
 
For the Commander: 
 
CHARLES C. CAMPBELL 
Major General, GS 
Chief of Staff 
 
Official: 
 
 
 
 
 
 
MARILYN A. QUAGLIOTTI 
Brigadier General, GS 
Deputy Chief of Staff, 
    Information Management 
 
 
DISTRIBUTION: 
 
This bulletin is distributed by e-mail and 
is available only in electronic format. 
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